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Aliza Reif MSc, Radboud Universiteit
Black-Box Universal Adversarial Attack on Automatic Speech Recognition Systems for
Maritime Radio Communication Using Evolutionary Strategies

The jury is delighted to announce Aliza Reif as the winner of the KHMW Young Talent
Graduation Award for Data Science 2025 for her thesis, entitled “Black-Box Universal
Adversarial Attack on Automatic Speech Recognition Systems for Maritime Radio
Communication Using Evolutionary Strategies”.

The jury based its decision on the following arguments.

During her Master’s degree in Computer Science, at Radboud University Nijmegen, Aliza Reif
worked in Dr. Picek’s research group on Cyber Security & Al. For her thesis, she collaborated
with the German Aerospace Center (DLR) on the problem of detecting adversarial attacks on
automatic speech recognition systems in the context of maritime communications. Using a
universal black-box approach, she demonstrated how to simulate these types of attacks with
high confidence and also proposed a semantic defense method to mitigate such attacks. This
work is highly original and has resulted in a publication at the 18th ACM Workshop on Artificial
Intelligence and Security (AlSec), a leading conference in the field of Al security, which is an
exceptional achievement for a master’s student. Reif’s MSc thesis is clearly written and
accessible to a wide audience. The topic is highly current, and her algorithmic and analytical
contributions are original. The faculty’s education committee considers her thesis as the single
best of the 2024-2025 academic year within the Computing Science program.

In addition to the exceptional research achievements, the jury is pleased to note that Aliza is
a versatile and gifted student. She completed her master’s program with the distinction “with
honors”. She speaks five different languages, communicates effectively, and managed to
succeed in the highly professional work environment at DLR. She is internationally oriented
and has earned numerous qualifications and awards at her young age.

The jury unanimously concludes that Aliza Reif is an exceptional talent who carries out her
work with great intellectual independence, scientific impact, and social engagement;
qualifications that make her fully deserve the prize.
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Prof. dr. E.H.L. (Emile) Aarts, hoogleraar data science Tilburg School of Economics and
Management, oud-rector magnificus Tilburg University

Prof. dr. J.J. (Jacqueline) Meulman, Director of Research and Development Leiden University
Center of Statistics: LUXs data science, Adjunct Professor Department of Statistics Stanford
University, emeritus-hoogleraar toegepaste statistiek Mathematisch Instituut Universiteit
Leiden

Prof. dr. ir. A.LF.W. (Ton) van der Steen, hoofd biomedische technologie Erasmus MC,
bestuurslid KNAW, bestuurslid NAE, medeoprichter en strategisch adviseur Kaminari Medical
B.V.

De jury vergaderde op 20 oktober 2025 via Zoom onder leiding van KHMW-maatschappelijk lid dr. J.G.
(Gottfried) Leibbrandt MBA. Tevens was ter vergadering aanwezig prof. dr. A.P. (Ad) lJzerman,
bestuurslid en secretaris natuur- en medische wetenschappen KHMW.



